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Make Your Voice Heard, 

Even If You Are Not 

Seated At The Table

Office of the CISO
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Agenda

What is Influence

Work with InfluencersCISO Challenges Arm Your Boss

Leverage Your Peers
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The Situation

No 

silver 

bullet 

A 

perfect 

storm
Every 

organization 

needs help

Ever-increasing 

surface area of 

exposure

Infrastructures and 

models are 

fundamentally changing

Increasing frequency 

and severity of attacks

Technology didn’t 

stop the breach

Everyone’s needs 

are different

It will never end

Stakes are high and 

getting higher

Thousands of options  

and choices

Shortage of deep 

in-house security 

expertise
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The focus has changed from protecting the IT infrastructure to managing the information risk to 

the organization

Securing the 

Organization

CISO Secure the internal 

organization

Understand and manage 

the risk of third parties

Understand and manage 

regulatory risks

Communicate information 

risk in business terms
Business Acumen

Regulatory Compliance 

Management

Third-Party Risk 

Management

Information 

Security

CIRO

Evolution of the CISO
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Reporting 

Structure
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Reporting Structure for Cyber Security

Source: http://www.isaca.org/cyber/Documents/State-of-Cybersecurity_Res_Eng_0415.pdf
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Directors
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CIO
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Where does security report to in your organization?

Total Respondents: 621
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http://www.photonesta.com/hypnotized-cartoon.htmlhttp://ushadawn.com/category/work-and-ethics/

Influence Is Not …
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 Reciprocation

 Consistency

 Social Proof

Six Fundamental Psychological 

Principles That Direct Human Behavior

 Liking

 Authority

 Scarcity

Influence Is …
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Reciprocation
The urge to repay in kind what 

another person has provided us.
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Consistency
Once we make a choice or take a 

stand on an issue, we feel personal 

and interpersonal pressure to behave 

consistently with that decision. 
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Social Proof
Determining correct behavior in a 

given situation based on what we 

see other people doing.
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Liking
People prefer to say yes to 

requests from others we 

know and like.
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Authority
Obedience to authority is a 

powerful force and in many cases 

it is an automatic response. 
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Scarcity
An item that is rare or becoming 

rare is more valuable even if it 

would normally have little appeal 

on its own merits. 
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17 http://www.cutimes.com/2015/06/12/fbi-warns-of-new-pos-malware

RG
http://www.bankingexchange.com/news-feed/item/5150-top-10-cyber-security-questions-ceos-should-ask

Daily Headlines
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Responding To News 

Articles Maturity

They still print 

newspapers and 

magazines?

Clueless
You dismiss the 

article as another 

example of 

industry FUD.

Avoidance
You cancel all 

meetings and 

dinner plans 

while you 

research and 

draft a response.

Reactive

You start reading 

the WSJ and 

send the article 

along with a 

detailed 

response before 

being asked.

Proactive

You are the one 

writing the 

articles that have 

everyone else 

scrambling.

Strategic
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Directors need to understand and approach cyber security as an 

enterprise-wide risk management issue, not just an IT issue. 

Directors should understand the legal implications of cyber risks as they relate to 

their company’s specific circumstances. 

Boards should have adequate access to cyber security expertise, and discussions about 

cyber-risk management should be given regular and adequate time on the board 

meeting agenda.

Directors should set an expectation that management establish an enterprise-wide cyber-

risk management framework with adequate staffing and budget. 

Board-management discussions about cyber risk should include identification of which risks to avoid, 

accept, mitigate or transfer through insurance, as well as specific plans associated with each 

approach. 

1

2

3

4

5

Five NACD Principles
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Questions Directors Can Ask to Assess the Board’s “Cyber Literacy”

Cyber-Risk Oversight   17 

1. What do we consider our most valuable assets? How does 

our IT system interact with those assets? Do we believe 

we can ever fully protect those assets?

2. Do we think there is adequate protection in place if some-

one wanted to get at or damage our corporate “crown jew-

els”? What would it take to feel comfortable that those 

assets were protected?

3. Are we investing enough so that our corporate operating 

and network systems are not easy targets by a determined 

hacker?1

4. Are we considering the cybersecurity aspects of our ma-

jor business decisions, such as mergers and acquisitions, 

partnerships, new product launches, etc., in a timely fash-

ion?

5. Who is in charge? Do we have the right talent and clear 

lines of accountability/responsibility for cybersecurity?2

6. Does our organization participate in any of the public or 

private sector ecosystem-wide cybersecurity and infor-

mation-sharing organizations?

7. Is the organization adequately monitoring current and 

potential future cybersecurity-related legislation and reg-

ulation?3

8. Does the company have insurance that covers cyber 

events, and what exactly is covered?4

9. Is there directors and of cers exposure if we don’t carry 

adequate insurance?5

10. What are the benef ts beyond risk transfer of carrying cy-

ber insurance?6

1  National Association of Corporate Directors (NACD), Cybersecurity: Boardroom Implications (Washington DC: NACD, 2014),  

www.nacdonline.org/Resources/Article.cfm?ItemNumber=8486. 
2  Ed Batts, DLA Piper, “Cybersecurity and the Duty of Care: A Top 10 Checklist for Board Members,” Jan. 23, 2014, www.dlapiper.com/en-us/

us/insights/publications/2014/01/cybersecurity-and-the-duty-of-care/.
3  Id.
4  National Cyber Security Alliance and Business Executives for National Security, “Board Oversight,” Mar. 5, 2014, www.staysafeonline.org/

re-cyber/board-oversight/.
5  Id.
6  Id.

APPENDIX B 

Questions Directors Can Ask to Assess the Board’s “Cyber Literacy”

This document was prepared on 08/05/2014 solely for James Christiansen.

Reproduction or dissemination of this document without permission from the publisher is prohibited.

#2 Do we think there is adequate protection in place if someone wanted to get at 

or damage our corporate “crown jewels”? What would it take to feel comfortable 

that those assets were protected?

From the National Association of Corporate Director’s Cyber-Risk Oversight Director’s Handbook Series 2014 Edition, page 17: 

http://www.aig.com/Chartis/internet/US/en/Financial%20Lines_Cybersecurity_Handbook_Global_tcm3171-639223.pdf. 

Sample NACD Questions
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Take advantage of the relationships 

built by your peers
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Successful leaders cultivate advisors



Proprietary and Confidential. Do Not Distribute. © 2016 Optiv Inc. All Rights Reserved.

24

Let me tell 

you a story
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Questions
Brian Wrozek
Brian.Wrozek@optiv.com

@bdwtexas
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